Steps to be followed to install the CIPA-CERTIFICATE

Installation Guide for the following devices:

iPhone (iOS)

Android Smartphone

Windows 10 Desktops/Laptops
macOS

Chrome OS
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iPhone (iOS)

1. Click on the link https://www.cyberreef.com/download-cipa-certification/ to
download the Certificate. Click on the “Close” button, as shown below.

Profile Downloaded
Reylew the profile in Settings app if

you want to install it.



https://www.cyberreef.com/download-cipa-certification/

2. Navigate to Settings on the iPhone. You should see a tab indicating “Profile
Downloaded," as shown below. Click on the “Profile Downloaded”

Mo Sl T B:46 AM Y
Settings
C, Search L)

@b MNishyant Jani

U Apple 1D, iCloud, iTunes & App Store

Apple ID Suggestions 9

Profile Downloaded

Airplane Mode

= Wi-Fi homeaccesspoint
B Bluetoath on

Cellular Mo Sl
E_@] Personal Hotspot Off

Motifications

8 @®

WU Sounds & Haptics _



3. The next screen displayed is as shown below. Click on the “Install” button.

Mo Sk = 2:47 AR

Cance Install Profile

CIPA-CERT

Signed by CIPA-CERT

Mot Verified

Contains  Certificate

More Details



4. After Clicking install, you might get a security prompt to insert your passcode. Please
enter your iPhone passcode and proceed to the next step.

Mo S = 947 AR

Enter Passcode Cancel

—

_—

Enter your passcode
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5. The next window displays the following information. Please click on the “Install”
button as indicated.

Mo Sk = 9:a7 AM

Cance Warning

UMMAMNAGED ROOT CERTIFICATI

Installing the certificate "CIPA-CERT" will add it to
the list of trusted certificates on your iPhone. This
certificate will not be trusted for websites until you
enahble it in Certificate Trust Settings.

LIMNYERIFIEL PRUOEILLE

The authenticity of "CIPA-CERT" cannot
be verified,



6. The instructions prompt you to confirm the installation of the certificate one last
time. Please click “Install," as shown below.

No SIM = 9:47 AM

Cancel Warning Install

UNMANAGED ROOT CERTIFICATE

Installing the certificate “"CIPA-CERT" will add it to
the list of trusted certificates on your iPhone. This
certificate will not be trusted for websites until you
enable it in Certificate Trust Settings.

UNVERIFIED PROFILE

The authenticity of “CIPA-CERT" cannot
be verified.

Cancel



7. Once the Certificate is installed, the below confirmation page is displayed. Please
click “Done” as shown below

8:47 AM

Profile Installed

CIPA-CERT

Signed by CIPA-CERT

Contains  Certificate

Mare Details



8. Please click on "General."

248 AM

£ General Profile

CONFIGLURATION PROFILE

@ CIPA-CERT

S&% .



9. The screen displays the various options under General. Please click "About."

e 48 Ak 5% . |

£ Settings General

‘H‘R_'—'——._

Software Update

AirDrop
AirPlay & Handoff

CarPlay

Home Button

iIPhane Storage

Background App Refresh

Date & Time
Keyboard

Fonts



10. Once you are in the About section, please scroll to the bottom & Click "Certificate
Trust Settings."

Mo SIM T 9:48 AM 5&Y,

£ General About
Videos 23
Photos 178
Applications 12
Capacity o4 GB
Available 49,88 GB
Carrier AirTel 38.1
Wi-Fi Address 5C:89:47:B7:76:119 |
Bluetooth SCIARLTBYTEA
IMEI 30 200909 660150 9
MEID 353805Y8%5668158
Maodem Firmware 211217
SEID

Certificate Trust Settings




11. Once you enter the "Certificate Trust Settings," the following window is displayed.
Please toggle the switch from left to right to enable the Trust for the Certificate we
installed earlier.

Mo SiM = 848 A 55% M |

{ About  Certificate Trust Settings

Trust Store Version 2018121000

Trust Asset Version

EMABLE FULL TRUST EQR ROOTLCERTIFIC

p]

CIPA-CERT

Learn more abodt mosictcerSseates
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12. Once you perform step 11, the below screen should display the GREEN enabled
status for the Certificate. Please click “Continue” on the information prompt.

Root Certificate
Warning: enabling this certificate for
websites will allow third parties to view
any private data sent to websites.

The Certificate is now installed. You can exit the settings and use the CIPA service.
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Android Smartphones

1. Click on the link https://www.cyberreef.com/download-cipa-certification/ to
download the Certificate. The below page is displayed once you click on the
downloaded Certificate. (Optionally you might be asked for your phone
pattern/password to proceed further)

Certificate name

Please enter a name “CIPA-CERT” under Certificate Name.
Please select the options Used for as “VPN & apps” from the drop-down.
Please click, "OK."

The Certificate is now installed. You can now exit the settings and use the CIPA service.
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Windows 10

1. Click on the link https://www.cyberreef.com/download-cipa-certification/ to
download the Certificate. Once the Certificate is clicked, the below prompt is
displayed. Please click “Open” on the Prompt.

Open File - Security Warning

Do you want to open this file?

Mame: Ci\Users\njanit\Downloadshcert_FT-CERT.crt
5 Publisher: Unknown Publisher
Type: Security Certificate
From: ChUsersinjanitDownloads\cert_FT-CERT.crt

| Cancel

Always ask before opening this file
ni@agr

T While files from the Internet can be useful, this file type can potentially
[ harm your computer. If you do not trust the source, do not open this
- software. What's the risk?



https://www.cyberreef.com/download-cipa-certification/

2. The next dialog-box displayed is shown below. Please click on "Install Certificate."

Jma

M Certificate

Gereral Detsils  Certification Path

@ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: CIPA-CERT
Issued by: CIPA-CERT

Valid from 3/25/2020 to 3/24/2024

Install Certificate... |} Issuer Statement
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3. Step 2 takes you to "Certificate Import Wizard."
a. Option A —Install certificate for the current user Only
This step will setup & install the Certificate for the Current Logged-In
User. As indicated below, the default selection is — "Current User," &
Please click "Next."

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure netwark
connections, A certificate store is the system area where certificates are kept.

tore Location
(®) Current User

() Local Machine

landd To continue, dick Mext,

Mext Cancel




b. Option B — Install a Certificate for all the users on the system.
As shown below:
Please select “Local Machine” when installing the Certificate for all the
users on this machine. Please click “Next” as shown below

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure netwaork
connections, & certificate store is the system area where certificates are kept,

Store Location

O Current Liser

(®) Local Machine

To continue, dick Mext,

18



4. The next prompt should display the below window. Please select "Place all
certificates in the following store," as shown below & click “Browse."

ﬁ

& L¢ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(#) Place all certificates in the following store

Certificate store:

| Browse...

ind

Mext Cancel
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5. Please select "Trusted Root Certification Authorities," as shown below. Once
selected, please click "OK."

%

& ¢ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Select Certificate Store

Select the certificate store you want to use. r you can spedfy a location for

on the type of certificate

bl TN -

----- [] Intermediate Certification Authorities
i | Active Directory User Object | | Browse...
L7 Troeted boklizhers

and

[ ]show physical stores

Cancel

Mext Cancel




6. Please verify the options selected in step 5 & then Click “Next," as shown

below.

=

=¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

i) Place all certificates in the following store

Certificate store:

Trusted Root Certification Autharities Browse..,
e ——,
‘ Mext ] Cancel
~e—
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7. The below window is displayed. Please click, "Finish."

%

€ ¢ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate wil be imported after you dick Finish.

You have spedfied the following settings:

Certificate Store Selected by User Trusted Root Certification Authorities
Content Certificate

lang




8. As shown below, a similar prompt is displayed asking you to confirm the installation
of the Certificate. Please select "Yes."

ok Certificate

General Details Certification Path

1

@lﬁ Certificate Information Security Warning

This CA Root certificate is not trusted. To enable trust,

install this certificate in the Trusted Root Certification You are about to install a certificate from a certification
Authorities store. | authority (CA) claiming to represent:
CIPA-CERT

Windows cannot validate that the certificate is actually from
“CIPA-CERT". You should confirm its origin by contacting
“CIPA-CERT". The following number will assist you in this
process:

Issued to: CIPA-CERT
Thumbprint (shal): 8214C2FC 87F9C9EE 18264ADC D02468EC

CF35ACBA
Issued by: CIPA-CERT
amg Warning:
If you install this root certificate, Windows will automatically
valid from 3/25/2020 to 3/24/2024 trust any certificate issued by this CA. Installing a certificate

with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk.

Do you want to install this certificate?

n b

{Install Certificate... | | Issuer Stah%
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9. “The import was successful.” message shown below is displayed. Please click "OK."

af Certificate

Gereral Detals Certification Path

@ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: CIPA-CERT

o The import was successful,
Issued by: CIPA-CERT

Valid from 3/25/2020 to 3/24/2024

Install Certificate... | | Issuer Statement

Ok

The Certificate is now installed. You can exit the settings/other windows and start using
the CIPA service.
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macOS

1. Click on the link https://www.cyberreef.com/download-cipa-certification/ to
download the Certificate. Once downloaded, please double-click the Certificate. You
should see a dialog box as displayed below. Please read the information provided
carefully. Based on your requirements, you have two options -

a. Option 1 - Installing the Certificate to be shared by all users for this

machine.

b. Option 2 —Installing the Certificate for the current user logged-in.

2}

Click to lock the login keychain.

Keychains
£ login
g Local ltems
£ System
System Roots

Category
A Al ltems
4. Passwords
Secure Notes
E] My Certificates
© Keys
= Certificates

+

?

BT

7
o
#
i
i
7

'
i
7

#
A

?

L

i
g

A

], com.apple.gs...
A, com.apple.gs...

A, com.apple.gs...

], com.apple.gs...

- <keys

Keychain Access

» Kind: public key, RSA, 2048-bit
lL/ Usage: Encrypt, Derive, Verify

<key>
<keys

Apple Persistent State Encryption

], Chrome Safe Storage

. com.apple.gs...thentication.token

. com.apple.gs....thentication.token
. com.apple.gs...thentication.token
, com.apple.gs...thentication.token
com.apple.gs...thentication.token
. com.apple.gs...thentication.token

com.apple.gs...thentication.token

thentication.token
thentication.token
. com.apple.gs...thentication.token
thentication.token
, com.apple.gs...thentication.token
com.apple.gs...thentication.token
. com.apple.gs...thentication.token

thentication.token

i

Kind

public key

private key
application password
application password
application password
application password
application password
application password
application password
application password
application password
application password
application password
application password
application password
application password
application password
application password
application password

Crrtifieate

Add Certificates

Communities  Cont

Do you want to add the certificate(s) from the file “cert_FT-
CERT.crt" to a keychain?

Mew root certificates should be added to the login keychain for the
current user, or to the System keychain if they are to be shared by all
users of this machine.

View Certificates

Jan 26, 2020, 10:28:117 AM
Jan 28, 2020, 10:29:17 AM -
Jan 26, 2020, 10:28:17 AM -
Jan 26, 2020, 10:29:17 AM —-
Jan 26, 2020, 10:29:17 AM -
Jan 28, 2020, 10:28:17 AM --

45 items

IKeychain: login a

login
login
login
legin
login
legin

Cancel @
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Option 1 - Installing the Certificate to be shared by all users of this machine.

Please click the drop-down menu for “Keychain” and select “System” as shown below:

Keychain Access

I &l
E " Click to lock the login keychain. 1Q
Keychains N Add Certificates
g’ login
g Local ltems 7| Do you want to add the certificate(s) from the file “test.crt” toa
£ system haont keychain?

System Roots New root certificates should be added to the login keychain for the

Mame current user, or to the System keychain if they are to be shared by all
users of this machine.

Keychair + login !

Category
A Allltems View Certificates

L. Passwords

Secure Notes e~

E] My Certificates

? Keys
[Z] Certificates

& 4+ i ; 0 items




Once you have selected the “System” as the Keychain value, the screen should display the
window, as shown below. Please click "Add" to proceed.

Keychain Access
~

5 Click to lock the login keychain. Q
Keychains @ Add Certificates
g login
&' Local ltems 2 iloa Do you want to add the certificate(s) from the file “test.crt" toa
5 77 keychain?
= System

System Roots Mew root certificates should be added to the login keychain for the

MName | current user, or to the System keychain if they are to be shared by all
| users of this machine.

| < Keychain: = System ) B |
Category

.g% All ltems | View Certificates Cancel |

.. Passwords | |
Secure Notes

El My Certificates

‘E‘ Keys

1=zl Certificates

& + i 0 items

During this process, you will be asked to enter your password for the system. Please enter
the same & Click "Modify Keychain."

AR W BT T e e e e e s s

- Keychain Access is trying to modify the system i
keychain. |

i !% Enter your password to allow this. |

User Name: Rusty Ryan |

Password: | eesssssssl | |

o= 1T ¢ Modify Keychain |
l ——
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Once you have entered the password to Modify the System Keychain, you will see a

similar window, as shown below. As shown below, the Top Left Column under Keychains

indicates that the Certificate is in the process of getting installed under "System."”

N BN Keychain Access
[ :t Click to unlock the System keychain. Q
Keychains
Iogln “c - CIPA-CERT
ok Root certificate authority
Expires: Sunday, March 24, 2024 at 11:13:34 AM Central Daylight Time
3 This root certificate is not trusted
ystem Roots
[ ET- Kind Expires Keychain
| Lg CIPA-CERT certificate Mar 24, 2024, 11:13:34 AM  System
o e kerberos. kdc certificate Dec 26, 2037, 6:21:02 PM  System
| com.apple.systemdefault certificate Dec 26, 2037, 6:21:01 PM  System
Category
A Allltems
A, Passwords
Secure Notes
E] My Certificates
® Keys
~ Certificates
& + i 3 items

The next steps are identical to the steps for installing the Certificate for a single user.

Please navigate to step 2 to proceed further.
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Option 2 - Select the default “login” as the Keychain value, as shown below. Please click
“Add” & proceed to step 2

Click to lock the login keychain.

-,

Keychains -
@’ login
@' Local ltems lI;
| System
System Roots
Name
<key>
& <key>

o =)

y

Gams

.. com.apple.gs...

Category L., com.apple.gs...
.. com.apple.gs...

S Al tems

L. Passwords A
Secure Notes

E] My Certificates

7 Keys

=] Certificates

., com.apple.gs...
.. com.apple.gs...
., com.apple.gs...
.. com.apple.gs...

7
Gams

& +M i

4., Chrome Safe Storage
/! com.apple.gs...

com.apple.gs...
.. com.apple.gs...
., com.apple.gs...
.. com.apple.gs...
., com.apple.gs...
.. com.apple.gs...

com.apple.gs....

Keychain Access

<key>
Kind: public key, RSA, 2048-bit
Usage: Encrypt, Derive, Verify [ ]

(ertiffecte

- Kind

public key

private key |

Apple Persistent State Encryption application password

application pas-sworq
thentication.token application password
thentication.token application pas-sworq
thentication.token application password
thentication.tocken application pas-sworq
thentication.token application password
thentication.token application pas-sworq
thentication.token application password
application pas-sword

application password

thentication.token
thentication.token
thentication.token application password
thentication.token application password
thentication.token application password
thentication.token application password
thentication.token application password

thentication.token application password

45 items

Communities  Cont

Add Certificates

Do you want to add the certificate(s) from the file “cert_FT-
CERT.crt” to a keychain?

New root certificates should be added to the login keychain for the
current user, or to the System keychain if they are to be shared by all
users of this machine.

View Certificates

Jan 26, 2020, 10:29:117 AM --
Jan 28, 2020, 10:29:17 AM -~
Jan 26, 2020, 10:29:117 AM  --
Jan 26, 2020, 10:2817 AM --
Jan 26, 2020, 10:29:117 AM  --
Jan 26, 2020, 10:2817 AM --

Keychain:

login E

Cancel @

login
login
login
legin
login
legin

During this process you are asked to enter your password for the system, please enter the
same & Click “Modify Keychain” & proceed to step 2

RS W BT T

- Keychain Access is trying to modify the system

keychain.

User Name: Rusty Ryan

Enter your passweord to allow this.

Password: un-uu|

Cancel

Modify Keychain |pY
T —
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2. Step 2 The below window will be displayed once you clicked “Modify Keychain” in

the previous step. As shown below, the Top Left Column under Keychains indicates

that the Certificate is in the process of getting installed under “login."

Please double-click the CIPA-CERT, as shown in the diagram.

1 [ ] ® Keychain Access
~
Click to lock the login keychain, Q
| Keychains
. CIPA-CERT
" login (Certifveate
Eﬁ; °g - ’fﬁﬁ i Root certificate authority
@ Local ltems | Expires: Sunday, March 24, 2024 at 11:13:34 AM Central Daylight Time
5 System € This root certificate is not trusted

System Roots

Name Kind Expires Keychain

‘ kg CIPA-CERT ’ certificate Mar 24, 2024, 11:13:34 AM  login

Category
A Allltems
£, Passwords
Secure Motes
E] My Certificates
® Keys

B Certificates

i 1item
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3. The information about the Certificate is displayed, as shown below. Please click on
the triangle (next to Trust) as shown to view the Trust settings of the Certificate.

Click to lock the login keychain.

-

Keychains
Cf‘ v ‘( ol ] CIPA-CERT

o0 "7 Root certificate authority
@ Local ltems Expires: Sunday, March 24, 2024 at 11:13:34 AM Central Daylight Time
£ System € This root certificate is not trusted
System Roots

Name ~ Kind Expires Keychain
\-O CIPA-CERT certificate Mar 24, 2024, 11:13:34 AM login
@ e CIPA-CERT
CIPA-CERT

Cortifieerte
, s Root certificate authority

Expires: Sunday, March 24, 2024 at 11:13:34 AM Central Daylight Time

‘ e

Category €} This root certificate is not trusted
| o Trust
A Allltems | g
¥ Details

L. Passwords |
Secure Notes

My Certificates ‘

Keys

=] Certificates ‘ Common Name CIPA-CERT

Common Name CIPA-CERT

®

<

Serial Number 00 CD 65E4 E0 2A1B75 0B
‘ Version 3
‘ Signature Algorithm SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11)
Parameters none

= ] Not Valid Before Wednesday, March 25, 2020 at 11:13:34 AM Central Daylight
Time
Not Valid After Sunday, March 24, 2024 at 11:13:34 AM Central Daylight Time

Algorithm RSA Encryption { 1.2.840.113549.1.1.1)

-
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4. The Trust Settings are displayed for the Certificate, as shown below. Please click on
the drop-down menu for "When using this Certificate: “as shown below.

Click to lock the login keychain.

b

Keychains
# CIPA-CERT
‘ login Cortifieate
EE °9 , bt Root certificate authority
@ Local ltems .| Expires: Suncay, March 24, 2024 at 11:13:34 AM Central Daylight Time
L_j System € This root certificate is not trusted
System Roots
Name Kind Expires Keychain
o CIPA-CERT certificate Mar 24, 2024, 11:13:34 AM login
[ NON CIPA-CERT
- CIPA-CERT
Cortifiectte 55 .
. Root certificate authority
‘ e Expires: Sunday, March 24, 2024 at 11:13:34 AM Central Daylight Time
Category €3 This root certificate is not trusted
¥ Trust
A Allltems \

L. Passwords ‘ When using this certificate: @ Use System Defaults [ 3

Secure Notes

El My Certificates ‘ Secure Sockets Layer (SSL) | no value specified
® Keys Secure Mail (S/MIME) | no value specified
. Certificates ‘ Extensible Authentication (EAP) | no value specified

IP Security (IPsec) | no value specified
‘ Code Signing | no value specified

‘ Time Stamping  no value specified

olololol ol of o

X.509 Basic Policy | no value specified

¥ Details

Common Name CIPA-CERT
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5. As shown below, please select the “Always Trust” setting.

Omea &,

Click to lock the login keychain.

Keychains
login
Local Items
System
System Roots

Category
All Items
Passwords
Secure Notes
My Certificates
Keys
Certificates

Cortifiectte

CIPA-CERT
Root certificate authority
Expires: Sunday, March 24, 2024 at 11:13:34 AM Central Daylight Time

— € This root certificate is not trusted
Name Kind Expires Keychain
i CIPA-CERT certificate Mar 24, 2024, 11:13:34 AM login
®00 CIPA-CERT
CIPA-CERT

Cortifieorte

Root certificate authority
Expires: Sunday, March 24, 2024 at 11:13:34 AM Central Daylight Time

€ This root certificate is not trusted

| ¥ Trust

|
| v

When using this certificaté v Use System Defaults | ?

<l Always Trust L )

Neve o

Secure Sockets Layer
Secure Mail (S/MIMEy 1 novaue specmea
Extensible Authentication (EAP) | no value specified
IP Security (IPsec) no value specified

Code Signing | no value specified

Time Stamping = no value specified

(ol ol o] of o] |

X.509 Basic Policy | no value specified

Details

Common Name CIPA-CERT
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6. Once you have performed step 6, the window should indicate “Always Trust” across
all the settings, as shown below. Please click on the “x” to close the window and
save this update to the Certificate.

~
Ei Click to lock the login keychain.

Keychains
& ogin et CIPA-CERT
- g Root certificate authority
@ Local ltems . | Expires: Sunday, March 24, 2024 at 11:13:34 AM Central Daylight Time

{5 System © This root certificate is not trusted
System Roots
Name ~ Kind Expires Keychain
Lo CIPA-CERT certificate Mar 24, 2024, 11:13:34 AM login
@] o CIPA-CERT
CIPA-CERT
ertifieerte

o

Root certificate authority
| & Expires: Sunday, March 24, 2024 at 11:13:34 AM Central Daylight Time ‘

Category €3 This root certificate is not trusted
¥ Trust
,ﬁ; All Items ‘
"1" Passwords When using this certificatej] Always Trust ?

Secure Notes
] My Certificates
® Keys
I=] Certificates | Extensible Authentication (EAP)| Always Trust

Secure Sockets Layer (SSLJ} Always Trust

Secure Mail (S/MIME Always Trust

IP Security (IPsec)fl Always Trust
Code Signingll| Always Trust

Time Stamping) Always Trust

oo o

X.5089 Basic Policyj Always Trust

¥ Details ‘

Common Name CIPA-CERT

Commaon Name F%PFRT
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7. Upon closing, you might be asked to enter the password. Upon entering the
password, please click "Update Settings."

~
E. Click to lock the login keychain.
Keychains
‘ > CIPA-C - e
& login Cortiffeate oot ol - You are making changes to your Certificate Trust
* / H
@' Local ltems ! [ ¢ Settings.
& System © Thisrt Enter your password to allow this.
] System Roots
y User Name: Rusty Ryan
Name
(g CIPA-CERT Password: | eeesssses|
e-9
c Cancel
ﬂ‘.-,/(ﬁ«v,/, ] 7
| - Expir ch 24,
Category € This root certificate is not trusted
¥ Trust
A Allltems )
.. Passwords ’ When using this certificate: | Always Trust B ?
Secure Notes
L
E My Certificates ) Secure Sockets Layer (SSL) | Always Trust B
(]?}) Keys | Secure Mail (S/MIME) | Always Trust B
\=J Certificates ’ Extensible Authentication (EAP) | Always Trust E
IP Security (IPsec) | Always Trust B
) Code Signing = Always Trust B
’ Time Stamping | Always Trust B
X.509 Basic Policy | Always Trust
|
= | v Details

Common Name CIPA-CERT
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8. The settings are updated instantly. You should see the following window below
indicate the Certificate is trusted.

O L 3 Keychain Access
"
Click to lock the login keychain. Q
Keychains
i CIPA-CERT
* login ertipfevnte
E*;_ °g g ’,M i Root certificate authority
@ Localltems | Expires: Sunday, March 24, 2024 at 11:13:34 AM Central Daylight Time
L"; System © This certificate is marked as trusted for this account

System Roots

MName Kind Expires Keychain

E CIPA-CERT certificate Mar 24, 2024, 11:13:34 AM  login

Category
A Allltems
A Passwords
Secure Notes
El My Certificates

T Keys
=) Certificates

The Certificate is now installed. You can exit the settings/other windows and start using
the CIPA service.
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Chrome OS

Important Note

On a Chromebook, you apply SSL Certificates at the User level. This means that the
Certificate needs to be installed for each user logging in (if more than one user uses the
device).

Installing the CIPA Certificate (as a Trusted Root Certification Authority)

1. Click on the link https://www.cyberreef.com/download-cipa-certification/ to
download the Certificate. You need to use the Chrome browser to download the
Certificate. If you did not download the certificate file onto the Chromebook on
which you are installing it, you must transfer the certificate file to that Chromebook
(e.g. via USB drive or Google Drive)

2. In the Chrome Browser of the device you are installing the Certificate on, navigate
to chrome://settings as shown below

New Tab X = - g x
Ja «(

New tab Crrl+T

New window Ctrl+N

New incagnito window Ctri+Shift+N

History >
Downloads Ctri+J

Bookmarks >

< " o g I e Zoom - 100% + N

Print,.. Ctrl+P

Cast..

Q,  Search Google or type a URL Find... Ctrl+F
More tools »
Edit Cut Copy Paste
< = 2 :
Web Page Blo CyberReef Canvas Kidtopia Help >

G ° =] = +

Kidtopia Web Page Blo... chrome-extens... Extensions Add shortcut

/' Customize

37


https://www.cyberreef.com/download-cipa-certification/

3. Please click on “Privacy and Security” & then click on “More” as shown below

& Settings X -+

< C  ® Chrome | chrome:/settings/privacy

Settings Q. Search settings

You and Google .
Privacy and security

B  Auofil
Clear browsing data
Privacy and security Clear history, cookies, cache, and more

Appearance Site Settings
Control what Information websites can use and what content they can show you

Q Search engine

()  Onstartup -

Advanced
Appearance

Extensions Browser themes
Open Chrome Web Store
About Chrome

Show home button
Disabled

Show bookmarks bar

Font size Medium (Recommended)
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4. Scroll down to HTTP/SSL, certificates settings and Click “Manage certificates" as
shown below

£ Settings X -

(3 C @ Chrome | chrome://settings/privacy

Settings

You and Google

Autofill Safe Browsing (protects you and your device from dangerous sites)
Sends URLs of some pages you visit to Google, when your security is at risk
Privacy and security

Warn you If passwords are exposed in a data breach
Appearance

Help improve Chrome security
To detect dangerous apps and sites, Chrome sends URLs of some pages you visit, limited
system information, and some page content to Google

Search engine
On startup

g W " - .
Aidvaiiced end a "Do Not Track” request with your browsing traffic

Allow sites to check if you have payment methods saved
Extensions

Preload pages for faster browsing and searching

About Chrome ) . A
Uses cookies to remember your preferences, even if you don't visit those pages

Manage certificates
Manage HTTPS/SSL certificates and settings

Manage security keys
Reset security keys and create PINs
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5. The Certificate Manager window is displayed. Click “Authorities." The list of the
current Certificate Authorities is displayed, click on “Import" as shown below

£ Settings - Manage certificates X -+

& C @ cChrome | chrome://settings/certificates

Settings Q, Search settings

You and Google & Manage certificates

Autofill
Your certificates Servers Authorities Others
Privacy and security

Appearance
You have certificates on file that identify these certificate authorities

Search engine

On startup org-AC Camerfirma S.A.

Advanced org-AC Camerfirma SA CIF A82743287

Extensions org-ACCV
pocutlarcme org-Actalis $.p.A./03358520067
org-AddTrust AB

org-AffirmTrust

org-Agencia Catalana de Certificacio (NIF Q-0801176-1)
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6. Locate the Certificate you downloaded in step 1 on the Chromebook & click “Open”
as shown below

Sett
Select a file to open

My files > Downloads

Name Size Type Date modified ~
@ Recent A bl e

Audio 2KB CRTfile May 29, 2020, 12:00 PM
M images
W Videos
v L My files
# Downloads
> B+ Play files

Advanc > #3 Google Drive

Base64-encoded ASCI|, single certificate ~ CANCEL @
1 Ofg-Agencia Uatalana ae Lermincacio (NIr W-usu 1 1 £6-1)

7 © T L1000
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7. In the Certificate authority window that appears, select “Trust this certificate for

identifying websites” & Click “OK" as shown below

£ Settings - Manage certificates X

<« C  ® Chrome | chrome://settings/certificates

Certificate authority

The certificate "CIPA-CERT" represents a Certification Authority

Trust settings

Trust this certificate for identifying websites

[ Trust this certificate for identifying email users

[ Trust this certificate for identifying software macers

Cancel

© 7, L1002
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8. If you scroll through the list, you should now be able to see the Certificate in the list
of Authorities as shown below.

£ Settings - Manage certificates X 4

< C @ Chrome | chrome://settings/certificates

Q. Search settings

-Certpl
You and Google Drg-Leriplus

Autofill org-certSIGN

Pri 3
R EEE A org-China Financial Certification Authority

Appearance
org-Chunghwa Telecom Co., Ltd,

Search engine

org-CIPA-CERT
On startup

CIPA-CERT
Advanced

org-Comoda CA Limited
Extensions

org-COMODO CA Limited
About Chrome
org-Cybertrust, Inc

org-D-Trust GrbH

org-Deutsche Telekam AG

The Certificate is now installed. You can exit the settings/other windows and start using
the CIPA service.

Please let us know if you have issues installing the Certificate. You can email us the
issues & queries at cipa_support@cyberreef.com
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